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SYSTEM AND METHOD FOR R^J^&Cs WITCHING BETWEEN 
REDUNDANT NETWORKS 

RECEIVED 

FEB 2 0 ?001 

BACKGROUND OF THE INVENTION OFFICE OF PETITIONS 

This invention relates to network systems and, more particularly, to a 
system and method for rapidly switching between redundant networks. 

Networks may be expanded by using one or more repeaters, bridges, 
switches or similar types of devices. A repeater is a device that moves all packets 
from one network segment to another by regenerating, re-timing, and amplifying 
the electrical signals. A bridge is a device that operates at the Data-Link Layer of 
the OSI (Open Systems Interconnection) Reference Model, passes packets from 
one network to another, and increases efficiency by filtering packets to reduce the 
amounts of unnecessary packet propagation on each network segment. A switch 
is similar in function to a multiple port bridge, but includes a plurality of ports for 
directing network traffic among several similar networks. A repeater or a switch 
may also include a second set of ports for coupling to higher speed network 
devices, such as one or more uplink ports. 

Expansion of a network often results in loops that cause undesired 
duplication and transmission of network packets, such as broadcast storms, as 
well as address conflict problems. A standard spanning tree procedure has been 
defined for network bridging devices, such a bridges, routers, and switches, to 
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enable the bridging devices of a network to dynamically discover a subset of any 
topology that forms a loop-free or "spanning 7 ' tree. A spanning tree procedure by 
the American National Standards Institute and the Institute of Electrical and 
Electronics Engineers, Inc. is published in a specification known as the 
ANSI/IEEE Std. 802. ID. 

The spanning tree procedure results in a network path between any two 
devices in the network system, which is updated dynamically in response to 
modifications of the network system. Each bridging device transmits 
configuration messages, which are use by other bridging devices in the network to 
determine the spanning tree. 

One problem with spanning tree procedures is the amount of time it takes 
to reconfigure the spanning tree topology if there is a bridge or a data-path failure. 
Whenever there is a bridge or data-path failure, the spanning tree algorithm must 
be executed to determine an alternative network path. Depending upon the size of 
the network, the spanning tree calculations could take as long as two minutes to 
complete. This delay in reconfiguring the network is unacceptable in networks 
that support certain mission-critical applications, such as control and data 
acquisition system for electrical power grids. 

BRIEF SUMMARY OF THE INVENTION 

In an exemplary embodiment of the invention, a network comprises a 
primary network controller, a plurality of network devices connected to the 



primary network controller by a respective primary network path, and at least one 
predetermined backup network path. When the primary network path is active, the 
network- controller blocks the predetermined backup network paths. However, 
when the primary network path fails, the primary network controller blocks the 
failed primary network path and switches to one of the predetermined backup 
network paths. 

Because the backup network paths are determined in advance of a primary 
network path failure, the primary .network controller can immediately switch to 
one of the predetermined backup network paths rather than having to recalculate 
an alternative network path after the primary network path has failed. 

The invention also provides a control and data acquisition system, 
comprising at least one network controller, a plurality of data terminal equipment 
(DTE) devices, respective primary network paths connecting each DTE device 
with the at least one network controller, and predetermined backup network paths 
connecting each DTE device with the at least one network controller. Each 
predetermined backup network path is blocked by the at least one network 
controller when a corresponding primary network path is active. However, when 
a primary network path fails, the at least one network controller blocks the failed 
primary network path and switches to one of the predetermined backup paths. 

The invention also provides a method of implementing a network, 
comprising the steps of determining a primary network path between a network 
controller and a network device, determining, prior to a failure of the primary 
network path, a backup network path between the network controller and the 
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network device, monitoring the status of the primary network path, blocking the 
backup network path while the primary network path is active, and blocking the 
primary network path and making the backup network path active when the 
primary network path fails. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. I is a block diagram of a network, in accordance with one 
embodiment of the present invention; 

Fig. 2 is a block diagram of a control and data acquisition system, in 
accordance with one embodiment of the present invention; 

Fig. 3 is a flowchart of a preferred control routine for the network 
controllers shown in Figs. 1 and 2; and 

Fig. 4 is a flowchart of a preferred control routine for testing backup 
network paths. 

DETAILED DESCRIPTION OF THE INVENTION 

Fig. 1 shows a network 100 7 in accordance with one embodiment of the 
present invention. The network 100 includes a network controller 110, bridging 
devices 120a and 120b, and network devices 130a, 130b and 130c. 

Only two bridging devices 120a and 120b and three network devices 130a, 
130b and 130c are shown for purposes of illustration. It should be appreciated 
that larger networks incorporating any combination of bridging devices and 
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network devices can be used while still falling within the scope of the present 
invention. 

Bridging devices 120a and 120b refer to any type of bridging or switching 
device, such as bridges, switches, repeater, routers, brouters, etc. Network 
devices, 130a, 130b and 130c are preferably any type of Data Terminal Equipment 
(DTE) device. A DTE device refers to any source of or destination for data. 
Examples of DTE devices include universal relays, process control equipment, 
and computer systems. The network devices 130a- 130c preferably contain at least 
two data ports, which are shown in Fig. 1 as the letters ; 'A V and "B* 1 next to each 
network device. 

The network controller 110 preferably executes routines for 
communicating with network devices 130a- 130c, and for determining which 
network path is used to communicate with the network devices 130a- 130c. 

For purposes of illustrating and describing the various network paths in the 
network 100, the network controller 110 will also be referred to as NC, the 
bridging devices 120a and 120b will also be referred to as SI and S2, 
respectively, and the network devices 130a, 130b and 130c will also be referred to 
as Dl, D2 and D3, respectively. Further, the primary network paths are indicated 
with solid lines, the backup network paths are indicated with dashed lines and 
paths that are used both as a primary and a backup path are indicated by dotted 
lines. 

In operation, the network controller 1 10 establishes primary network paths 
to the network devices 130a- 130c. In the example shown, the primary network 
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path between the network controller 1 10 and network device 130a is NC-S1-D1 A. 
The terminology i; DlA" refers to port :; A" in network device Dl (130a). 

In the example shown, the primary network paths between the network 
controller 110 and network devices 130b and 130c are NC-S1-D2A, and NC-S1- 
D3A, respectively. As long as connection NC-S1 is operational, the network 
controller 110 will block corresponding predetermined backup paths NC-S2-S1- 
Dl A, NC-S2-S1-D2A and NC-S2-S1-D3A by blocking the connection between 

51 and S2. These backup network paths are predetermined, in that they are 
calculated and stored in the network controller 1 10 before the failure of any of the 
primary network paths. By blocking the S1-S2 connection, loops between the 
network controller 1 10 and the bridging devices 120a and 120b are avoided. 

If the NC-S1 connections fails, the network controller will enable the Sl- 

52 connection, thereby enabling the predetermined backup network paths NC-S2- 
S1-D1A, NC-S2-S1-D2A and NC-S2-S1-D3A. If the '"A" data port on one of the 
network devices fails, the network device will preferably switch to the "B 1 * data 
port, and another predetermined backup network path will be enabled. For 
example, if data port fci A" in network device 130a fails, the network device 130a 
will preferably switch to the 4% B" data port, and predetermined backup network 
path NC-S1-S2-D1B between the network controller 1 10 and network device 130a 
will be enabled. 

As discussed above, any combination of bridging devices and network 
devices can be used while still falling within the scope of the present invention. 
In addition, one or more additional network controllers can be used as a backup to 
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the network controller 110. If additional network controllers are used, the 
additional network controllers will each have predetermined primary and backup 
network paths to the network devices 130a-130c, so that one of the additional 
network controllers can take over control of the network 100 if the primary 
network controller 1 10 fails. 

In a preferred embodiment, the network controller 110 periodically tests 
the status , of the backup network paths. This is preferably accomplished by 
disabling the primary network paths and querying the network devices 130a- 130c 
via the backup network paths.' The test procedure is preferably done periodically 
to ensure that the backup network paths will be operational when a primary 
network path goes down. 

Fig. 2 illustrates a control and data acquisition system 200, in accordance 
with one embodiment of the present invention. The system 200 comprises a 
primary network controller 210a, a secondary network controller 210b, bridging 
devices 220a-220h, and network devices 230a-230c, 240a-240c and 250a-250c. 

Similar to the system of Fig. 1, the primary network controller 210a and a 
secondary network controller 210b will also be referred to as NCI and NC2, 
respectively, when discussing primary and backup network paths. In addition, 
bridging devices 220a-220f will also be referred to as S1-S6, and bridging devices 
220g and 220h will also be referred to as Sn-1 and Sn. The terminology 4% Sn-l" 
and "Sn"* is used to indicate that any number of bridging devices and associated 
network devices can be used while still falling within the scope of the present 
invention. 
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Further, network devices 230a, 230b and 230c will also be referred to as 
Dl 1, D12 and Din, network devices 240a, 240b and 240c will also be referred to 
as D21, D22 and D2n, and network devices 250a, 250b and 250c will also be 
referred to as D31, D32 and D3n. The terminology '"Din", "D2rT and "\D3n" is 
used to indicate that any number of network devices can be connected to each 
bridging device while still falling within the scope of the present invention. 

Similar to the system of Fig. 1 , solid lines indicate primary network paths, 
and dashed lines indicate backup -network paths. Further, dotted lines indicate 
paths that are used both as a primary and a backup network paths. 

The primary network controller 210a and the secondary network controller 
210b each preferably contain control routines for communicating with the various 
network devices 230a-250c and for determining which network path is used to 
communicate with the network devices 230a-250c. The primary network 
controller 210a is preferably the default network controller, and the secondary 
network controller 210b is preferably used if the primary network controller 210a 
fails. 

The network devices 230a-250c are preferably data acquisition and control 
devices, such as universal relays and process control equipment. However, 
network devices 230a-250c can be any DTE device. For illustration, network 
devices 230a-250c are each depicted as having two data ports C>V and "B*"). 

In operation, the primary network controller 210a and the secondary 
network controller 210b each establish primary network paths and backup 
network paths to each of the various network devices 230a-250c, Examples of 

s 
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various failure modes are listed in the table below, along with the actions taken by 
the primary and secondary network controllers 210a and 210b. It should be 
appreciated that not all possible failure modes are listed, and that other 
primary/backup network path configurations can be used while still falling within 
the scope of the present invention. 

The sample failure modes listed in the table below are for communication 
failures between network controllers 210a, 210b and network device 230a. 
Further, it is assumed that the 'primary network paths between the primary 
network controller 210a and network device 230a is NC1-S 1-S3-D1 A, and the 
primary network path between the secondary network controller 210b and 
network device 230a is NC2-S2-S1-S3-D1 A. 



Failure Mode 


Action 


(1) S1-S2 Connection Fails 


(1) If NCI in control: maintain primary network path 
NCI -SI -S3-D1 A, and trigger alarm in human machine 
interface. 

(2) If NC2 in control: switch to backup network path 
NC2-S2-S4-S3-D 1 A, and trigger alarm in human 
machine interface. 


(2) SI Fails 


(1) If NCI in control: disable node SI, switch to 
backup network path NC1-S2-S4-S3-D1 A, and trigger 
alarm in human machine interface. 

(2) If NC2 in control: disable node SI, switch to 
backup network path NC2-S2-S4-S3-D1 A, and trigger 
alarm in human machine interface. 


(3) S1-S3 Connection Fails 


(1) If NCI in control: disable S i -S3 port in node SI, 
switch to backup network path NC1-S1-S2-S4-S3- 
Dl A, and trigger alarm in human machine interface. 

(2) If NC2 in control: disable SI -S3 port in node SI, 
switch to backup network path NC2-S2-S4-S3-D1 A, 
and trigger alarm in human machine interface. 


(4) S3 Fails 


(1) If NCI in control: disable S1-S3 port in node SI, 
switch to backup network path NC1-S1-S2-S4-D1B, 
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and trigger alarm in human machine interface. 
(2) If NC2 in control: disable SI -S3 port in node SI, 
switch to backup network path NC2-S2-S4-D1B, and 
trigger alarm in human machine interface. 


(5) S3-S4 Connection Fails 


(1) If NCI in control: maintain primary network path 
NC1-S1-S3-D1A, and trigger alarm in human machine 
interface. 

(2) If NC2 in control: maintain primary network path 
NC2-S2-S 1-33-D 1 A, and trigger alarm in human 
machine interface. 


(6) Port A in Dl Fails 


(1) If NCI in control: disable S3-D1A connection, 
switch to backup network path NC1-S1-S3-S4-D1B, 
and trigger alarm in human machine interface. 

(2) If NC2 in control: disable S3-D1A connection, 
switch to backup network path NC2-S2-S 1-S3-S4- 
D1B, and trigger alarm in human machine interface. 



The "human machine interface'^ is preferably a computer terminal that is 
used to input commands into and monitor the status of the primary and/or 
secondary network controllers 210a and 210b. 

The primary network controller 210a and the secondary network controller 
210b preferably perform periodic tests of the backup network paths. In the 
system 200 of Fig. 2, the even numbered nodes 52, S4, S6, Sn ? etc., and the 
connections between them are used for the backup network paths, and are 
preferably checked periodically by the primary network controller 210a and the 
secondary network controller 210b. 

Because the control and data acquisition system 200 can switch to a 
backup network path that is already determined, should a primary network path 
fail, there is little or no down time associated with the failure of a primary 
network path. Thus, the control and data acquisition system 200 is particularly 
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suited for mission-critical applications such as, for example, monitoring the status 
of an electrical power grid. 

Fig. 3 is a flowchart of a preferred control routine for network controllers 
110, 210a and 210b. The routine starts at step 300, where primary network paths 
between the network controller and the network devices are determined. Next, at 
step 310, backup network paths are determined, stored in the network controllers 
and blocked. 

The routine then proceeds to step 350, where the backup network paths are 
Q maintained by checking them -periodically for failures. Next, at step 370, the 

control routine determines if the primary network paths are operational. If all 
J% primary network paths are operational, control continues to step 380. Otherwise, 

JSP 

JC control jumps to step 390. 

H r At step 380, the control routine continues to block the backup network 

paths to prevent loops. Control then returns to step 350. 
S At step 390, the control routine blocks the failed primary network path and 

activates one of the backup network paths. Control then continues to step 400, 

where the control routine determines if the failed primary network path has been 

restored. If the failed primary network path has been restored, control continues 

to step 410. Otherwise, control returns to step 390. 

At step 410, the control routine blocks the backup network path that was 

activated at step 390 and re-activates the restored primary network path. Control 

then returns to step 350. 

I I 
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Fig. 4 is a flowchart of a preferred control routine for testing the backup 
network paths, which is preferably periodically performed as part of the "maintain 
backup network paths" step 350 of Fig. 3. 

The routine starts at step 351, where the network controller determines if a 
command to start testing as been received. If it has, control continues to step 352. 
Otherwise, the network controller continues to wait for a command to start the 
testing. 

At step 352, the network controller stops communicating with network 
devices connected to the backup network path being tested. Next, at step 354, the 
control routine disables the ports of one of the bridging devices on the 
corresponding primary network path. This forces the network devices connected 
to the backup network path being tested to switch to their backup data ports. 

The routine then continues to step 356, where the backup network path 
being tested is activated. Then, at step 358, the network controller requests data 
from the network devices via the backup network path. 

At step 360, the control routine determines whether the backup network 
path is working. If the backup network path is working, control continues to step 
362, where the backup network path is de-activated and the ports of the bridging 
device disabled at step 354 are re-enabled, thereby causing the network devices to 
switch back to the primary data port. Otherwise, control skips to step 364, where a 
failure notification is provided to a network administrator or anyone else 
responsible for the network. 
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At step 366, the network controller determines if it is time to test another 
backup network path. The network controller preferably waits a predetermined 
period of time before testing another backup network path. Alternatively, the 
network controller could be configured to wait for a manually entered command 
from a user before testing the next backup network path. Once the predetermined 
period of time has elapsed, or the manually entered command has been received, 
control returns to step 352. 

The network segments between the bridging devices (120a, 120b, and 
220a-220h) and the network devices (130a-130c and 230a-230i) that form the 
primary and backup network paths can be implemented with twisted-pair cables, 
fiber optic cables, coaxial cables, wireless connections or any other type of 
connection. The network protocol used for the network 100 and the control and 
data acquisition system 200 is preferably an Ethernet protocol. However, any 
network protocol can be used, while still falling within the scope of the present 
invention. 

The network controllers 110, 210a and 210b of the present invention are 
preferably implemented on a server, which may be or include, for instance, a work 
station running the Microsoft Windows™ NT™, Windows™ 2000, UNIX, 
LINUX, XENIX, IBM, AIX, Hewlett-Packard UX™, Novel™, Sun Micro 
Systems Solaris™, OS/2™, BeOS™, Mach, Apache Open Step™, or other 
operating system or platform. However, the network controllers 110, 210a and 
210b of the present invention could also' be implemented on a programmed 
general purpose computer, a special purpose computer, a programmed 
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microprocessor or microcontroller and peripheral integrated circuit elements, an 
ASIC or other integrated circuit, a hardwired electronic or logic circuit such as a 
discrete element circuit, a programmable logic device such as a FPGA, PLD, 
PLA, or PAL, or the like. In general, any device on which a finite state machine 
capable of implementing the control routines illustrated in Figs. 3 and 4 can be 
used to implement the present invention. 

While the foregoing description includes many details and specificities, it 
is to be understood that these have been included for purposes of explanation 
only, and are not to be interpreted as limitations of the present invention. Many 
modifications to the embodiments described above can be made without departing 
from the spirit and scope of the invention, as is intended to be encompassed by the 
following claims and their legal equivalents. 



14 



GE Docket No. 

WHAT IS CLAIMED IS: 

1 , A network, comprising: 
a primary network controller; and 
a plurality of network devices, wherein each network device is 

connected to the primary network controller by a respective primary network 
path; and 

'•at least one predetermined primary backup network path connecting 
each network device with the '.primary network controller, wherein each 
predetermined primary backup network path is blocked by the network controller 
when a corresponding primary network path is active; 

wherein, when a primary network path between a network device 
and the primary network controller fails, the primary network controller blocks 
the failed primary network path and switches to one of the predetermined primary- 
backup network paths. 

2, The network of claim 1, wherein the primary network controller 
periodically tests a condition of the predetermined backup network paths, 

3, The network of claim 1, further comprising: 

a secondary network controller that takes over control of the 
network if the primary network controller fails, wherein each network device is 
connected to the secondary network controller by a respective secondary network 
path; 

15 
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at least one predetermined secondary backup network path 
connecting each network device with the secondary network controller, wherein 
each predetermined secondary backup network path is blocked by the network 
controller when a corresponding secondary network path is active; 

wherein, when a secondary network path between a network device 
and the secondary network controller fails, the secondary network controller 
blocks the- inoperable secondary network path and switches to one of the 
predetermined secondary backup network paths. 

4. The network of claim 3, wherein the secondary network controller 
periodically tests a condition of the predetermined secondary backup network 
paths. 

5. The network of claim 1, wherein at least a portion of the respective 
primary network paths and at least a portion of the predetermined primary backup 
network paths each comprise a 10 megabit per second connection. 

6. The network of claim 5 7 wherein the 10 megabit per second 
connection comprises an Ethernet lOBase-T connection. 

1. The network of claim 5, wherein the 10 megabit per second 
connection comprises twisted-pair cable, fiber optic cable and/or coaxial cable. 
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8. The network of claim 5, wherein the 10 megabit per second 
connection comprises a wireless connection. 

9. The network of claim 1, wherein at least a portion of the respective 
primary network paths and at least a portion of the predetermined primary backup 
network paths each comprise a 100 megabit per second connection. 

10. The network of claim 9, wherein the 100 megabit per second 
connection comprises an Ethernet 100Base-T connection. 

11. The network of claim 9, wherein the 100 megabit per second 
connection comprises twisted-pair cable, fiber optic cable and/or coaxial cable. 

12. The network of claim 9, wherein the 100 megabit per second 
connection comprises a wireless connection. 

13. The network of claim 1, wherein the primary network controller 
comprises a computer. 

14. The network of claim 1, wherein the respective primary network 
paths and the predetermined primary backup network paths each comprise a 
plurality of network bridges. 

17 
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15. The network of claim 14, wherein the plurality of network bridges 
comprise a plurality of Ethernet switches. 

16. The network of claim 1, wherein at least some of the network 
devices comprise universal relays, 

17. The network of claim 1, wherein at least some of the network 
devices comprise process controllers. 

18. A control and data acquisition system comprising the network of 
claim 1. 

19. The control and data acquisition system of claim 18, wherein the 
primary network controller monitors a status of an electrical power grid through 
the network. 

20. A control and data acquisition system, comprising: 
at least one network controller; 

a plurality of universal relays; 

a plurality of process controllers, wherein each universal relay and 
each process controller is connected with the at least one network controller by a 
respective primary network path; and 

IS 
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predetermined backup network paths connecting each universal 
relay and each process controller with the at least one network controller, wherein 
each predetermined backup network path is blocked by the at least one network 
controller when a corresponding primary network path is active; 

wherein , when a primary network path fails, the at least one 
network controller blocks the failed primary network path and switches to one of 
the predetermined backup network paths. 

21. The system of claim 20, wherein the at least one network controller 
periodically tests a condition of the predetermined backup network paths. 

22. The system of claim 20, wherein at least a portion of the respective 
primary network paths and at least a portion of the predetermined backup network 
paths each comprise a 10 megabit per second connection. 

23. The system of claim 22, wherein the 10 megabit per second 
connection comprises an Ethernet lOBase-T connection. 

24. The system of claim 22, wherein the 10 megabit per second 
connection comprises twisted-pair cable, fiber optic cable and/or coaxial cable. 



25. The system of claim 22, wherein the 10 megabit per second 
connection comprises a wireless connection. 
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26. The system of claim 20, wherein at least a portion of the respective 
primary network paths and at least a portion of the predetermined backup network 
paths each comprise a 100 megabit per second connection. 

27. The system of claim 26, wherein the 100 megabit per second 
connection. comprises an Ethernet 100Base-T connection. 

28. The system of -claim 26, wherein the 100 megabit per second 
connection comprises twisted-pair cable, fiber optic cable and/or coaxial cable. 

29. The system of claim 26, wherein the 100 megabit per second 
connection comprises a wireless connection. 

30. The system of claim 20, wherein the at least one network controller 
comprises at least one computer. 

31. The system of claim 20, wherein the respective primary network 
paths and the predetermined backup network paths each comprise a plurality of 
network bridges. 

32. The system of claim 31, wherein the plurality of network bridges 
comprise a plurality of Ethernet switches. 

20 
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33. A method of implementing a network, comprising the steps of: 
determining a primary network path between a network controller 

and a network device, wherein the network controller and the network device 
exchange data over the primary network path; 

determining, prior to a failure of the primary network path, a 
backup network path between the network controller and the network device; 

monitoring a status of the primary network path; 

blocking the backup network path while the primary network path 

is active; and 

blocking the primary network path and making the backup network 
path active when the primary network path fails. 

34. The method of claim 33, further comprising the step of periodically 
monitoring a condition of the backup network path. 

35. The method of claim 33, wherein the network device comprises a 
universal relay. 

36. The method of claim 33, wherein the network device comprises a 
process controller. 
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37. The method of claim 33, wherein the primary network path and the 
backup network path comprise network bridges. 

38. A computer programmed with a network monitoring program, 
wherein the network monitoring program, when executed by the computer, 
performs the steps of: 

determining a primary network path between a network controller 
and a network device, wherein the network controller and the network device 
exchange data over the primary network path; 

determining, prior to a failure of the primary network path, a 
backup network path between the network controller and the network device; 

monitoring a status of the primary network path; 

blocking the backup network path while the primary network path 

is active; and 

blocking the primary network path and making the backup network 
path active when the primary network path fails. 

39. The computer of claim 38, wherein the network monitoring 
program performs the further step of periodically monitoring a condition of the 
backup network path. 



40. The computer of claim 38, wherein the network device comprises a 
universal relay. 

?? 
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41. The computer of claim 38, wherein the network device comprises a 
process controller. 

42. The computer of claim 38, wherein the primary network path and 
the backup network path comprise network bridges. 

43. The computer of claim 42, wherein the network bridges comprise 
Ethernet switches. 



GE Docket No. S^M-IOOO 



SYSTEM AND METHOD FOR RAPIDLY SWITCHING BETWEEN 
REDUNDANT NETWORKS 

ABSTRACT OF THE DISCLOSURE 

A system and method for rapidly switching between redundant networks 
comprises a primary network controller, a plurality of network devices connected 
to the primary network controller by a respective primary network path, and at 
least one predetermined backup network path. When the primary network path is 
active, the network controller blocks the predetermined backup network paths. 
However, when the primary network path fails, the primary network controller 
blocks the failed primary network path and switches to one of the predetermined 
backup network paths. Because the backup network paths are determined in 
advance of a primary network path failure, the primary network controller can 
immediately switch to one of the predetermined backup network paths rather than 
having to recalculate an alternative network path after the primary network path 
has failed. 
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SOLE DECLARATION FOR PATENT APPLICATION 
As the beiow named inventor, I hereby dedare that: 

My residence, post office address and citizenship are as staled belov# next to my name; 

! believe that I am the original, first and sole inventor of the subject matter which is claimed and for wtiich a patent is sought on the invention 
entitled SYSTEM AND METHOD FOR RAPIDLY SWITCHING BETWEEN REDUNDANT NETWORKS, the specification of which 

*s attached hereto. 

Q was filed on as Application Serial Number and was amended on 



(if applicable) 

□ is an International Application, PCT Application No. filed co 

I hereby state that I have reviewed and understand the contents of the above identified specification, including tne claims, as amended by any 
amendment referred lo above. 



I acknowledge the duty to disclose information which is material to the examination cf this application in accordance with TiCe 37, Code of 
Federaf Regulations, § 1.55(a). 

Prlor.Foreign Applications) 

I hereby claim foreign priority benefits under Title 35, United States Code. § 11 § of any foreign application's} for patent or inventor's certificate 
HVerf below and have also identified below any foreign application^} for patent or inventor's certificate having a -filing date before that cf the application 
hich priority Is claimed: 



|7i Country 


Application Number 


Date of Piling 
(day, month, year) 


Date of issue 
(clay, month, year) 


Priority Claimed 
Under 
35U.SX.119 


IL? 

'pfon : — ■ — ■ 








Yes □ No □ 










Yes □ No □ 


f 

js-a. Prior United States Provisional Appllcatfon(s) 

|lj I hereby claim the benefit under Title 35, United States Coda, § 119(e) of any United Siaias provisional application^ J listed below 


pi Application Serial Number 


Date of Fifing 
(day, month, year) 











Prior United States Application^) 

i hereby claim the benefit under Title 35, United States Code, § 120 of any United States application (s) listed beiow. and insofar as tne 
subject matter of each of the claims of this application is not disclosed in the prior United States application in the manner provided by the first 
paragraph of Title 35, United States Code, § 112,* acknowledge the duty to cisdose material information as defined in Title 37 r Code of Federal 
Regulations, § 1.56(a) which occurred between the filing date of the prior application and the national cr PCT international fi'ing dale of this application: 



| Application Serial 
! Number 


Date of Filing 
(day, month, year) 


Status - Patented, 
Pending, Abandoned 
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! 

i 
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And I hereby appoint, both jointly and severally, as my attorneys with full power of substitution and revocation, to prosecute fr>s application 
and to transact all business in the Patent and Trademark Office connected herewith tne following attorneys, tneir registration numbers being listed after 
their names: 

Thomas J. Scott. Jr., Registration No. 27,536; Stanislaus Aksman, Registration No. 28.552: James G. Gattc, Registration No. 32,59^; 
Christopher C. Campbell, Registration No. 37,291: Thomas M. Blasey, Registration No. 33, 475: Thomas E. Anderson, Registration No. Henry C. Su. 
Registration No. 37,738; Brian M. Buroker, Registration No. 39,125; Chades F. Hoiiis, Registration No. 40,550; Jonathan D. Link, Registration No. 
41,548; Kevin T. Duncan, Registration No, 41,495; George Georgeliis, Registration No. 43,632; Stephen T. Schreiner, Registration No. 43,097; 
Christopher J. Cuneo, Registration No. 42,450; Raphael A. Valencia, Registration No. 43,216; Scott D. Safderston, Registration No. 35.435; Steven P. 
Xlocinski, Registration No. 39,251; Ytsun Song, Registration No. 44,487; Jennifer A. Albert, Registration No. 32,012; Kerry Owens, Registration No. 
37,412; Milan M. Vionoia, Registration Number 45,979; Devin S. Morgan, Registration No. 45,552; Andrew J. Ririe, Registration No. P45.979; Carl L. 
Benson. Registration No. 38.378; Robin C. Clark, Registration No. 40,956; Herbert V. Kerner, Registration No. 42,721 ; Rene' Vazquez, Registration No. 
33.547, David M, Huntley Registration No. 40,309 : Stuart t. Smith. Registration No. 42,159 Ozae Fames, Registration No. 43.605; Herbert V. Kerner, 
Registration No. 42.721 ; Thomas B. Anderson, Registration No. 37,063,aM of Hunlon & WSItams: and 

Ronald E. Wyriok. Reg. No. "25,315. Henry J. Poiicinski, Reg. No. 26.621, Jay L. Chaskin, Reg. No. 24.030. Henry J. SteckJer, Reg. No. 
24.139 and James W. Mitchell, Reg. No. 25.502. ail of GENERAL ELECTRIC COMPANY, 3135 Easton Turnpike, Fairfield, CT 05431. Carf 8. Horton, 
Reg. No. 34,622. Damian G. Wasserbauer, Reg. No. 34,749. Wayne O. Traynham, Reg. No. 29.872 and Dave S. Christensen, Reg. No 40 955 a/I of 
GENERAL ELECTRIC COMPANY, 41 Woodford Avenue, FJainvilie, CT 05052 

Ali correspondence and telephone communications should be addressed to Hunton & Williams, 1300 K Street, N.W., Washinaton, D.C. 
200.06-1109, telephone number {202} 955-1500, which is aiso the address and telephone number of sach of the above listed attorneys. 

m i hereby declare thet afl statements made herein of my own knowledge are true and that atj staiemenis made on information and belief are 
Vi"£ed to be true; and further that these statements were made with tne knowledge that willful false statements and the like so made are punishable 
|ij or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false statements may jeopardize the 
| .ty of the application^ any patent issuing thereon. 



Jicaoon^pr any patent issuing tnereon. 



pure flO^ lA>C±^ C^\C^— Date f 0 / & 

J&lrne of 

;j|ventor LAU Pui Lun 

t'f !; Family Mama First Given Name Second Gtven Name 

der.ee 1 Jnwood Lane. Farmington, Connecticut 05032 

koship U.S.A. 

gffice 

ess 1 (nwood Lane, Farmington. Connecticut 05032 



HUNTON & WILLIAMS 
1900 K Street, NW, Suite 120C 
Washington, D.C. 20006-1 10S 
Tei: (202)955-1500 
Fax (202) 778-2201 
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ASSIGNMENT 



In consideration of One Dollar and/or other good and valuable consideration, of which 1/we acknowledge 
receipt, l/we, Pui Lun LAU, of 1 Inwood Lane, Farmington, Connecticut 06032 USA, respectively, sell 
and assign to General Electric Company, a New York Corporation, located at 1 River Road, 
Schenectady New York 12345 USA. its successors and assigns the entire right, title and interest in and 
to the improvements -SYSTEM AND METHOD FOR RAPIDLY SWITCHING BETWEEN REDUNDANT 
NETWORKS" (GE Docket No. 03PM-1000; Atty Docket No. 57761 .000144) invented, by me/us, as 
described in the application tor United States patent executed concurrency herewith, and any and ail 
applications for patent and patents therefor in any and all countries, including all divisions, reissues, 
continuations and extensions there of, and all rights of priority resulting from the filing of said United States 
application and authorize and request any official whose duty it is to issue patents, to issue any patent on 
said improvements or resulting therefrom to said General Electric Company, or its successors or assigns 
and agree that on request and without further consideration, but at the expense of said Company, lywe will 
communicate to said Comoany or its representatives or nominees any facts known to us respecting said 
improvements and testify in any legal proceeding, -sign all lawfui papers, execute alt divisional, continuing 
arid reissue applications, make all rightful oaths and generally do everything possible to aid said 
Company, rts successors, assigns, and nominees to obtain and enforce proper patent protection for said 
improvements in all countries. 

The aforementioned Assignor(s), Pui Lun LAU, cf 1 Inwood Lane, Farmington, Connecticut 06032, 
USA. respectively, hereby declare(s) that all statements made herein of my/our own knowledge are true 
and further that these statements were made with the knowledge that willful raise statements and the hke 
so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 or tne Unrtea 
States Code and that such willful false statements may jeopardise the validity of the application or any 
patent issuing tnereon . 




Witnessed by: 

WitTKiss Signature 



Pnnieri Name cl Witness 



Dale Inventor Name: 



Date 



Witnessed by. 



Witness S.gnature Cate inventor Name: 



pnn'cd Name of Witness Date 



Witnessed _ty: 



Witness Signature Data Inventor Name: 



Printed Name erf Witaess 



Date 



